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Abstract

Neural networks are increasingly used in safety-critical systems. To ensure their trustworthy deployment, we
need to verify that they are robust against minor perturbations. But in doing so, the counterexamples found by
state-of-the-art neural network verifiers for robustness may not be really meaningful. In fact, a counterexample
that is considered a robustness violation reported by a neural network may not be a violation in the view of a
domain expert. We refer to such cases as false positives (FP). In this work, we propose a new approach to evaluate
the robustness of neural networks by considering the view of domain expert. Our goal is to evaluate the presence
or absence of such FP in state of the art verifiers. However, doing this manually indeed may not scale. Thus, in
our experiments, we evaluate the local robustness property based on the notions of FP and TP (True Positives),
while approximating the domain expert using an ensemble of state-of-the-art neural network classifiers.
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1. Introduction

Neural networks are increasingly used in safety-critical applications such as flight control [1], au-
tonomous vehicles [2, 3, 4, 5], and medical diagnosis [6]. In the domain of computer vision, an adversar-
ial example is an image that is visually similar to a given input image but is classified differently by the
network. The work by Goodfellow et al. [7] demonstrated the existence of the adversarial examples
in classical neural networks by slightly modifying an image in an algorithmic manner. This raises
serious safety concerns for the use neural networks and has led to a vast research endeavor towards
finding such adversarial examples. The machine learning community [8, 9, 10, 11, 12, 13, 14] has actively
worked on finding such adversarial examples. Some of the well-known methods are fast gradient sign
method (FGSM) (7] and projected gradient descent (PGD) [15]. However, these efforts typically fall
short of verifying the absence of such examples.

One approach towards addressing this issue has been to use formal verification techniques. By
leveraging formal methods, researchers provide certification of the absence of adversarial examples,
if none exist [16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31]. These methods use abstract
interpretation [32] or constraint solving [33] to analyze the neural network. Many of the works in this
setting [34, 35, 36] focus on the local robustness verification problem, i.e., for a given neural network
and an input image, the network is considered locally robust if all images close to the given image are
classified the same as the original, where distance is defined in terms of a simple distance metric (e.g.,
Ly, Lo, or Ly, norms). In the verification community, such images, which close to the original, but
are classified differently are more often called counterexamples, and existing work focuses on either
finding counterexamples or providing certification of their absence.

However, in doing so, existing works often lose the focus on evaluating the genuineness of the
counterexample. This leads to false positives, i.e., counterexamples that exist from the perspective of
the underlying specification, but may not be considered genuine from a domain expert’s perspective. In
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Figure 1: (a)-(b) Examples of false positives; (c)-(d) Examples of true positives. For each case, we show two
images: the original image (“Seed”) and the corresponding counterexample (“Cex”) identified by the verifier.
(e)-(f) Examples of true positives guided by ensemble classifiers. For each case, we show three images: the
original image (“Seed”), the counterexample (“Cex”) identified without ensemble guidance (middle), and the
counterexample (“Cex Ensemble”) identified with ensemble guidance (right).

this work, our aim is to identify false and true positives and study their prevalence in commonly used
image classification benchmarks. Let us start by looking at a few motivating examples.

Consider the two images on the left of Figure 1(a)-(b), which are from the MNIST [37] dataset and
have ground truth labels 0 and 2, respectively. The images on the right are counterexamples generated
by the state-of-the-art verifier o«3-CROWN [38] for the image labeled 0 (misclassified as 6), and by
the same verifier for the image labeled 2 (misclassified as 1). A domain expert may not consider these
as actual bugs because the counterexample labeled as 6 also visually resembles a 6, and the network
predicts it as either 0 or 6—which is reasonable. Similarly, the counterexample misclassified as 1 also
resembles a 1, and the network predicts it as either 1 or 2, which is again acceptable. Since the network’s
predictions are visually justifiable, labeling them as counterexamples is, in fact, a false positive.

On the other hand, a counterexample may be considered a genuine counterexample, which we call
“true positive”, if the network misclassifies the image and the misclassification is not visually justifiable.
In Figure 1(c), the image on the left is a seed image, and the image on the right is a counterexample
reported by the a-CROWN verifier. The image is classified as 3 by the verifier and human expert
would say that it is a 1. We present a similar example in Figure 1(d).

In this work, we recall and define the well-known notions of false positive (FP) and true positive
(TP) in the context of local robustness verification of neural network image classifiers. Our modified
definition requires a domain expert to classify the images and assign the ground truth labels, which
we formally call an oracle. An important point to note is that in our setting, even an oracle may not
always be able to classify the images since images may resemble many labels. Thus it may assign a set
of possible labels to an image. As a result, we may use the oracle in two possible ways: (1) to determine
whether a counterexample produced by the verifier is a true or false positive by checking whether the
classification of the counterexample belongs to one of the oracle-provided labels; and (2) to guide the
verifier to search only for counterexamples that are not classified as one of the oracle-provided labels.

For example, in Figure 1(e), the oracle may state that the original image could be either a 1 or a 7.
We first ask the verifier to find a counterexample, and it reports one classified as 1 (middle image). We
then ask the verifier to look specifically for a counterexample that is not classified as 1 or 7. If such
a counterexample is found (right image), it qualifies as a true positive. Similarly, in Figure 1(f), the
oracle identifies the original image as possibly 4 or 9. We ask the verifier to find a counterexample that
is not classified as 4 or 9, and it reports 8—a true positive. Otherwise, it would have reported 4 as a
counterexample, which would not be valid true positive.

It is an open secret that false positives exist in practice. However, we ask a more precise question:
what is the rate of false positives in practice (RQ1)? To answer this, we evaluate the standard local
robustness property with respect to false positives and true positives. To approximate the domain expert



(oracle), we develop an ensemble based approach that exploits multiple neural network classifiers, as
we detail below.

We conduct experiments using state-of-the-art neural network verifier «3-CROWN [38] on the
MNIST [37] and CIFAR-10 [39] datasets. The ensemble consists 9 classifiers for MNIST and 13 for
CIFAR-10, taken from the ERAN benchmark repository [40]. A label is considered valid if at least
30% of the classifiers agree on it. Our experiments reveal that approximately 6.9% and 1.95% of the
counterexamples generated by the verifiers are false positives for the MNIST and CIFAR-10 datasets,
respectively. We also manually checked whether the label assigned by the ensemble to each counterex-
ample is accurate, which forms our second experimental research question (RQ2). We found that the
false positive rates based on manual analysis were 12.86% for the MNIST benchmarks and 5.65% for
the CIFAR-10 benchmarks. We also ask if there are counterexamples that are not classified as one of the
the ensemble labels (RQ3), which would be considered true positives under the ensemble definition.
To answer this, we modified the verifiers to search for such counterexamples and reran them on both
the MNIST and CIFAR-10 benchmarks. We found that the false positive rate for MNIST benchmarks
reduced significantly from 12.86% to 3.22% and true positives for the same benchmarks increase from
88.63% to 96.78%. In summary, our approach and novel analysis shows that the local robustness as
is usually considered can be overtly conservative. And thus, verifiers are not able to declare a model
trustworthy even when the model is actually trustworthy according to the domain experts.

2. Preliminaries and Definitions

In this section, we present the preliminaries, defines the oracle, and explains the classification of
counterexamples as true positives and false positives in robustness verification. As shown in Section 3,
many counterexamples under standard local robustness are false positives. We also provide an ensemble
based approach to reduce false positives.

A neural network N : R™ — R is a function that takes an n-dimensional input and produces an
m-dimensional output. Here, N ()[i] denotes the logit value corresponding to the i" output neuron.
The final decision NV of the neural network is determined using the ARGMAX [41] function, which returns
the index of the maximum output value: N(z) = aArReMAX(N (z)).

Standard local robustness: Most prior works [34, 42, 43, 36, 44, 45] define the local robustness
verification property as follows:

Definition 1. For a neural network N, an input x, and an input perturbation value €, N is locally robust
if for every &’ such that dist(z',x) < €, we have N (2') = N(z).

The above property requires that a neural network’s classification remains unchanged under small
perturbations € of the input. Here, € is a user defined parameter and dist is a distance metric, often taken
to be some L, norm, where p € {1,2, c0}. Aninput 2’ is considered a counterexample if dist(2’, z) < €
and N(2) # N ().

Oracle, true positive, and false positive: An oracle is a function that takes an input = and assigns
one or more labels to the input. The oracle models the domain expert’s view of the input image z.

Let us assume the neural network classifies an input z into one of the classes from the set [m], where
[m] ={0,1,...,m —1}.

Definition 2. An oracle O is a function Q@ : R™ — 2™, where 20" is the power set of [m)]. The oracle
assigns one or more labels to the input image x.

Intuitively, the oracle O assigns the ground truth labels to the input image x. It may assign more than
one label to an image if the image visually resembles more than one class. For example, in Figure 1(a),
the image on the left is a seed image , which resembles both 0 and 6, we may have O(z) = {0,6}.
Using the oracle, we can define the notions of true and false positives in the context of robustness
verification of neural networks.



Definition 3. An input counterexample ' is a true positive (resp. false positive) in a neural network N

if N(z') ¢ O(z') (resp. N(z') € O(z)).

In Figure 1(a), the image on the left is a seed image = with N (2) = 0, and the image on the right is
a counterexample 2’ reported as per Definition 1 with N (z/) = 6. Since O(z') = {0, 6}, we have
N(z') € O(z'). Therefore, it is not a genuine bug, and we consider it a false positive. A false positive
does not violate the oracle’s view of local robustness, as the oracle O considers the counterexample
2’ to be similar to the seed image x, but violates the standard property. On the other hand, a true
positive violates both the oracle’s view of local robustness and the standard local robustness property.
In Figure 1(c), the image on the left is a seed image x with N () = 1, and the image on the right
is a counterexample 2’ reported as per the standard property with N (z') = 3. Since O(2’) = {1}
and N (z') ¢ O(2'), this indicates a true counterexample, as the oracle’s classification and the neural
network’s classification are completely different. We can use true positives and false positives to evaluate
the results of the standard local robustness property.

Ensemble-Based Approach to Reduce False Positives: As illustrated in Figure 1(a), the original
image has a ground truth label of 0, but it also visually resembles as 6. Therefore, it is unreasonable
to strictly require the classifier not to predict 6; rather, it should be allowed to classify the image as
either 0 or 6. Motivated by this intuition, we propose using an ensemble of state-of-the-art classifiers
for the corresponding dataset, which is formally defined in Section 3. Let E(x) denote the set of labels
assigned to the input x by the ensemble of classifiers.

Definition 4. For a neural network N, an input x, and an input perturbation value €, N is considered
ensemble-guided locally robust at z if N(z) € E(x) and for every ' such that dist(x', ) < ¢, we have
N(z') € E(x).
We can modify the solver query for the ensemble-aware local robustness property as 32’ dist(2’, ) <
€N \/;iugE(x) Njer() N(2')[j] < N(2)[4]. If this query is satisfiable, then we obtain a counterex-
ample 2’ on which the network N disagrees with the ensemble prediction on the original input z.
The above definition is similar to the property (affinity robustness) presented in [46], where the
expert provides a set of sets of possible labels among which the network must classify. In affinity
robustness, the top-k classes refer to the & classes with the highest logit values (N (z)) in the network
output. Affinity robustness requires that for some k, the top-k classes remain the same across both «
and 2/, and moreover, the top-k classes must be a subset of one of the expert-provided set of labels. In
contrast, our proposed local robustness property requires only that the top-1 (predicted) output of the
neural network on input 2’ belongs to the set of labels provided by the ensembles. Our property is
incomparable to the notion of affinity robustness.

3. Experiments

We evaluate the standard robustness property using the state-of-the-art (SOTA) verifier «3-CROWN [38]
by reporting the number of false positives and true positives on a standard class of benchmarks.
Benchmarks: We considered networks trained on the MNIST [37] and CIFAR-10 [39] datasets. All
networks were obtained from VNNCOMP [47, 1, 48, 49]. Table 1 provides the details of these networks.

We randomly selected 1000 images from each dataset. For the neural networks trained on MNIST, we
used two different values of input perturbation e, resulting in approximately 2000 benchmark instances
per network. For CIFAR-10 networks, we used a single value of ¢, leading to approximately 1000
benchmark instances per network. The values of € were chosen to match those used in VNNCOMP
and are shown in the last column of Table 1. Many neural networks approximate the human decision-
making process with the goal of reducing human effort. However, it is impractical for humans to act as
oracles for all counterexample images. To address this, we propose using an ensemble of Al models as a
proxy for the oracle, defined as follows.

Definition 5. Let A be a set of AI models and agreement threshold k be a positive integer. We define an
ensemble oracle F(x) such that, for each x, E(x) = {y| {N € A | N(z) = y}| > k}.



Table 1
Networks details

Category Network name #layers #activation units | adv trained | e-values
MNIST mnist-net-256 X 2.onnx 2-FC 0.51K No 0.03,0.05
mnist-net-256 x4.onnx 4-FC 1.02K No 0.03,0.05
mnist-net-256 X 6.onnx 6-FC 1.54K No 0.03,0.05
CIFAR-10 cifar-base-kw.onnx 2-Conv, 2-FC 3.17K Yes 0.03
cifar-deep-kw.onnx 4-Conv, 2-FC 6.77K Yes 0.03
cifar-wide-kw.onnx 2-Conv, 2-FC 6.24K Yes 0.03
Table 2
Ensemble of neural network classifiers used for the MNIST dataset
Network name #layers adv trained | adv training methods
mnist-relu-5-100.0nnx 5-FC Yes DiffAl
ffnnRELU-Point-6-500.0nnx 6-FC No -
ffArnRELU-PGDK-w-0.1-6-500.0nnx 6-FC Yes PGD
ffnnRELU-PGDK-w-0.3-6-500.0nnx 6-FC Yes PGD
convSmallRELU-Point.onnx 2-Conv, 2-FC No -
convSmallRELU-PGDK.onnx 2-Conv, 2-FC Yes PGD
convSmallRELU-DiffAl.onnx 2-Conv, 2-FC Yes DiffAl
convMedGRELU-Point.onnx 2-Conv, 2-FC no -
convBigRELU-DiffAl.onnx 4-Conv, 3-FC Yes DiffAl
Table 3
Ensemble of neural network classifiers used for the CIFAR-10 dataset
Network name #layers adv trained | arv training method
cifar-relu-9-200.onnx 10-FC No -
ffnnRELU-PGDK-w-0.0078-6-500.0nnx 7-FC Yes PGD
convSmallRELU-Point.onnx 2-Conv, 2-FC No -
convSmallRELU-PGDK.onnx 2-Conv, 2-FC Yes PGD
convSmallRELU-DiffAl.onnx 2-Conv, 2-FC Yes DiffAl
convMedGRELU-Point.onnx 2-Conv, 2-FC No -
convMedGRELU-PGDK-w-0.0313.0nnx 2-Conv, 2-FC Yes PGD
cifar-conv-maxpool.onnx 4-Conv, 2-Maxpool, 3-FC no -
convBigRELU-DiffAl.onnx 4-Conv, 3-FC Yes DiffAl
ResNetTiny-PGD.onnx 1-Conv, 5-res-blocks (3-Conv), 2-FC Yes PGD
ResNet18-PGD.onnx 1-Conv, 5-res-blocks (2-Conv), 3-res-blocks (3-Conv), 2-FC Yes PGD
ResNet34-DiffAl.onnx 1-Conv, 13-res-blocks (2-Conv), 3-res-blocks (3-Conv), 3-FC Yes DiffAl
SkipNet18-DiffAl.onnx 11-Conv, 3-res-blocks (3-Conv), 3-FC Yes DiffAl

The ensemble oracle F(z) returns a set of labels for the input image x based on the agreement of the
Al models in A. The ensemble is defined such that it returns a label if at least k classifiers agree on
that label. Here, k is a hyperparameter. If no label meets this criterion, we relax the requirement by
decrementing the value of k. If k reaches 1, we select the label with the highest prediction confidence.
The Al models can be of various types, such as neural networks, decision trees, or random forests.
These models may be trained on different datasets, which might not always be publicly accessible. By
leveraging such models, we aim to incorporate the collective knowledge of the community into our
analysis. In this work, we use neural network classifiers as our Al models. For the MNIST dataset, we
use |A| = 9 classifiers with a threshold £ = 3, and for the more complex CIFAR-10 dataset, we use
|A| = 13 classifiers with k& = 4. The intuition behind these thresholds is that a label is accepted if
approximately 30% of the networks agree on it. If we choose k to be large, we may disallow diversity
of opinion and if we choose k to be small, a single member of ensemble may pollute the predictions. We
use all the classifiers in ensembles from the ERAN repository [40], ranging from simple fully connected
to complex classifiers, from simply trained to adversarially trained classifiers. To adversarially train the
networks [40], DiffAI [50] and PGD [15] methods are used. DiffAl uses abstract interpretation to create
a range of safe adversarial examples, helping the model become more robust in different input areas.
PGD (Projected Gradient Descent) is an attack-based method that trains the model using adversarial
examples made by slightly changing inputs through gradient steps within a fixed limit. Tables 2 and 3
show details about the selected neural network classifiers.

We conduct the following three experiments: we identify the false positives (FP) and true positives
(TP) for the standard robustness property using the ensemble, we manually analyze the accuracy of



Table 4

Results obtained using the standard robustness property with a3-CROWN, along with ensemble-based analysis

of False Positives (FP) and True Positives (TP) for the MNIST (Table a) and CIFAR-10 (Table b) networks.

Table 5

MNIST results using the ensemble-based approach with a5-CROWN, along with manual analysis of FP and TP

Result ‘ mnist-net-256x2.onnx | mnist-net-256x4.onnx ‘ mnist-net-256 X 6.onnx
epsilons [ 0.03 0.05 0.03 0.05 | 0.03 0.05

FP 22 28 12 27 13 22

TP 660 846 324 577 321 522
Verified | 307 103 551 174 [ 431 116
Timeout | 4 16 65 180 | 121 230

Result mnist-net-256x2.onnx | mnist-net-256x4.onnx | mnist-net-256x6.onnx Result | cifar-base-kw.onnx | cifar-deep-kw.onnx | cifar-wide-kw.onnx
epsilons | 0.03 0.05 0.03 0.05 0.03 0.05 epsilons 0.03 0.03 0.03
FP 48 49 30 33 16 14 FP 12 18 45
TP 647 832 310 551 297 493 TP 603 673 880
Verified | 294 96 518 160 402 102 Verified 14 10 13
Timeout 4 16 68 182 125 231 Timeout 38 36 62
(a) MNIST results (b) CIFAR-10 results

the decisions of the ensemble, and we construct the ensemble-based robustness property verifier and
manually validate the resulting false positives and true positives.

False Positives Analysis Using Ensemble (RQ1): Tables 4(a) and 4(b) present the number of true
positives (TP) and false positives (FP) identified using the ensemble base oracle defined above. We do not
analyze false negatives or true negatives, as it is generally infeasible to determine in advance whether a
neural network is locally robust around a given input. To empirically evaluate RQ1, we observed false
positive rates of 6.9% for the MNIST benchmarks and 1.95% for the CIFAR-10 benchmarks. The FP rate
is higher for the MNIST benchmarks compared to the CIFAR-10 benchmarks. A potential reason is that
many MNIST images resemble more than one label, whereas CIFAR-10 images tend to be more distinct.
Overall, we observe that the number of false positives is significant and merits further consideration.

Manual Analysis of the Ensemble (RQ2): To evaluate the accuracy of the ensemble, we conducted a
manual analysis of the false positives (FPs) and true positives (TPs) reported in Tables 4(a) and 4(b).
Since it is impractical to manually examine all positive cases, we focused on the first column of each
table (mnist-net-256x2.onnx and cifar-base-kw.onnx, with ¢ = 0.03). For MNIST, we found
that 13 out of 48 reported FPs were actually TPs, and 44 out of 647 reported TPs were actually FPs. For
CIFAR-10, 4 out of 12 reported FPs were actually TPs, and 27 out of 603 reported TPs were actually
FPs. Overall, this results in a false positive rate of 12.86% for MNIST and 5.67% for CIFAR-10 on the
selected benchmark networks. This analysis demonstrates that although an approximation of the oracle
can reduce human effort, it is not perfect.

Ensemble-based Property Analysis (RQ3): We guide the robustness property using the previously
described ensemble, allowing misclassifications into ensemble-predicted labels (Section 2), and use
humans as oracles to analyze counterexamples. Since human evaluation for all counterexamples is
impractical, we limit this analysis to the mnist-net-256x2.onnx network with e = 0.03. Table 5
summarizes the number of FPs and TPs. We observed that the false positive rate dropped from 12.86%
to 3.22%, while the true positive rate increased from 88.63% to 96.78%.

4. Conclusion

In this paper, we considered true and false positives in the context of the local robustness using oracles.
We used an ensemble of classifiers as an approximation of the oracle and analyzed the robustness of
neural networks with respect to this ensemble. We showed that the standard local robustness property
can report many false positives under this oracle and proposed a new ensemble-guided local robustness
property that can help reduce the number of false positives.
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